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Don't leave the door open for fraudsters. You could be accepting fake Criminal Record Checks and not know it! 

 
ARE YOU RELYING ON FAKE CRIMINAL RECORD CHECKS? 
 
Canadian employers have turned to criminal record checks to help achieve safer workplaces and prevent internal fraud 
and theft. While it’s encouraging to see so many employers adopting more diligent background screening programs, 
many organizations have a gap in this decision support  process that can be (and has been) exploited by deceitful 
candidates. 
 
In an effort to make the hiring process more convenient, some employers agree to accept criminal record check results 
from the candidate. The process, when operating optimally, looks something like this: 

1. Candidate visits their local police department and completes the required forms 
2. Candidate patiently awaits the results 
3. Upon receipt of a clear check, the candidate delivers the paper results  to their hiring manager 

 
That might sound well and good, but what if the candidate decides to deviate from the process. Consider for a moment 
that the candidate takes a detour and follows a different path: 

1. Candidate gets a copy of a clear criminal record check (through a friend, relative or simply creates one after  
basic internet research) 

2. Candidate uses document editing software to change the name or results on the document 
3. Once satisfied with the fake clearance, the candidate provides this revised paper result to their hiring manager 

 
Unless the document is an obvious fake, there's a good chance that it could be accepted and the candidate will be hired. 
With all of the sophisticated, yet user-friendly design tools and technology available today, would you trust the “self 
reporting” model? The employer in this circumstance may never find out the truth and even if they do, irreparable 
damage may have occurred in a short time period to their clients, their workforce, their corporate assets or equally 
importantly, to their brand. Would you be able to detect a false document? 
 
 
FALSE SENSE OF SECURITY 
If your screening policy involves the acceptance of paper criminal record check results that are provided by the 
candidate, you may be creating a false sense of security. Fraudsters have proven time and time again that they can 
deceive employers by providing fake police certificates. While some fakes are easy to spot others can be nearly 
impossible even to a trained eye. The availability of simple editing software makes it easy for someone with even basic 
skills to alter a document.  
One key purpose of background screening is to identify fakes and fraudsters so you can prevent them from joining your 
organization and that the “clear” candidate is fairly recognized. By trusting them to provide their own “genuine” paper 
certificate, you contradict the very nature of your screening program. 
 
 
HOMECARE WORKER USES FAKE CRIMINAL RECORD CHECK TO STEAL FROM AN UNSUSPECTING SENIOR 
A homecare worker allegedly stole thousands of dollars from a Nova Scotia senior. It turns out that this wasn't the 
homecare worker's first run-in with the law, which was news to the employer as they thought they had a clear criminal 
record check on file. The RCMP discovered that the document provided by the homecare worker was a fake. The woman 
had a total of five easily discoverable convictions, four of which were for theft and the remaining one for assault. 
 
There are other cases across Canada where employers or police have found that the results provided by a candidate 
were either altered or a complete forgery, resulting in criminal charges laid. Another high profile case involved a BC 
government employee who was charged criminally for forging false results on a criminal record check that was issued to 
his wife. 
 

http://www.cbc.ca/news/canada/nova-scotia/home-care-worker-minus-downey-s-criminal-record-check-fake-say-rcmp-1.3108180
http://www.cbc.ca/news/canada/british-columbia/convicted-man-rehired-by-b-c-government-1.961306


Unfortunately, a significant percentage of paper results may never be critically scrutinized or verified to uncover the 
fraud. By relying only on the candidate's word and leaving the results in their hands, all integrity of the document is 
questionable from that point onward. 
 
USE PROFESSIONALS FOR PREVENTION 
Criminal record checks offer tremendous value to the hiring process and provide insight into your candidate's honesty 
and any past criminal activity; however, criminal record checks only retain that value if they are not forged, altered, or 
tampered with. The only way to prevent your organization from accepting fake police certificates is to use a 
professional, objective background screening provider that has technology and processes in place to prevent tampering.  
 
SterlingBackcheck provides secure online ordering and delivery, keeping the candidate at arm's length from the results. 
Although your candidate may request a copy of their criminal record check (or receive it automatically via 
myBackCheck.com), they are never responsible for handling or providing the end result to the hiring manager. Results 
are always delivered securely and electronically to the hiring manager to prevent any tampering or forgery. Additionally, 
in order to prevent a candidate from using a fake identity to complete the criminal record check, an ID verification is 
completed - either through a physical examination of photo identification or a series of out-of-wallet questions that only 
the candidate can know (eIV). For many reasons, some will even proffer that electronic ID verification is better than 
physical ID production. Ultimately, employers should leave criminal record checks in the hands of a qualified provider 
instead of their candidates. 


